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Chapter 1:
Getting Started
Overview
Introduction This chapter explains how to configure your browser for the Control Center system,

as well as logging into and navigating in Control Center.

In this Chapter  This chapter contains the following topics.
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Configuring Your Browser

Introduction

If you use Microsoft Internet Explorer (IE), you must configure your browser in

order to use Control Center. You must configure the Temporary Internet Files
setting to avoid problems with the system.

Note:

If your browser is Netscape or Firefox, you do not need to configure any
settings.

Procedure

setting for internet explorer.

Follow the steps in the procedure below to configure the Temporary Internet Files

Step

Action

1

From the Tools menu, select Internet Options.

Result: The Internet Options window appears.

Internet Options

)

General | Security | Privacy | Content | Connections | Programs || Advanced
Home page
Iﬁ You can change which page to use fior your hame page.

Addiess | T <t.net]

[_use cunent | [ se Defaut | [ Use Blank

Temporary Intemet files

, Pages pou view on the Intemet are stored in a special folder
Y for quick wiewing later,

[Delete Cookjes... ] [De\alef\les..] [ Seftings..

Histary

The Histor folder cantains links to pages you'vs visited, for
quick access to recently viewed pages.

Days ta keep pages in history: 0 % || ClearHistory

[ Coors.. ] [ Fonts

| [ Languages.. | [Accessiilty... |

From the Temporary Internet Files section of the General tab,

click Settings... .

Result: The Settings window appears.

PIx

Settings

‘ Check for newer versions of stared pages:
&y ok
OEvery kime you stark Internet Explorer
() Automatically

O Never

Temporary Internet files Folder

Current location:  CiiDocuments and Settingsiiutepilocal

Settingsi Temporary Internet Files),

Amount of disk space ko use:

J 20 3| me

[ Move Faolder. .. H Wiew Files, .. H view Objects. .. I

Continued on next page
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Configuring Your Browser, Continued

Procedure (continued)

Step Action

3 Select the Every visit to the page radio button.

4
Clickl__0%__|

Result: Internet Explorer records your selection and closes the
Settings window, returning you to the Internet Options window.

5 | cliek_0%__]

Result: Internet Explorer commits all the selections you made and
closes the Internet Options window.
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Adding Trusted Sites

Introduction In order for the Control Center and Remote Control applications to work effectively
under a high security setting, we recommend you add the following application URLs
to your designated trusted sites:

https://control.centurylink.com

https://rmc.centurylink.com

Procedure Follow the steps in the procedure below to designate your Trusted Web Sites.

Step

Action

1

From the Tools menu, select Internet Options.

Result: The Internet Options window appears.

Internet Options

)

General | Security | Privacy | Content| Connections | Programs || Advanced
Home page
% *rou can change which page to use for your home page

Addiess, wkkp: ftheg. gwest net]

[_use Cunent | [ Use Defau ] [ UseBlank

Temporary Intemet files

wy  FPages you wiew on the Intemet are stored in a special folder
Y for quick viewing later.

[Detete Cookies...| [ DeleteFiles... | [ Settings..

Histary

The History folder contains links to pages pou've visited, for
quick access to recently viewed pages.

Days to keep pages in histary: 0B Clear History

[ Caolars... ] [ Fonts... ] [ Languages. ] [Accgsslblhty..]

From the Internet Options window, click on the Security tab.

Result: The Security screen appears.

Internet Cptions

General | Secuity | Privacy | Content | Connections | Programs || Advanced

Select a'wieb cantent zone to specify its security settings.

® €« 0 @

lfigmisl  Localintranet  Trusted sites  Fiestricted
sites

Internet

This zone contains all Web sites you

haven't placed in other zones
Security level for this zane

Custom
Custom settings.
- Ta change the settings, click Custom Level
- To use the recommended settings, click Default Level

[ Customlevel. | [ Defautlevel |

Continued on next page
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Adding Trusted Sites, continued

Procedure (continued)

Step Action

3 From the Security screen, click on the Trusted Sites (°) icon.

4 Click Sites... .

Result: The Trusted Sites window appears.
Trusted sites

¥ou can add and remove Web sites from this zone. all Web sites
in this zone will use the zone's security settings,

Add this Web site to the zone;
https: [ frme.quest .com|

‘weh sites:
http://deskopweb . quest. net ~
http: fidoweb, quest, net
http:/ftheq. quest.net
http:fisdg

https:ffcontral. gwest, cam -

[CIRequire server verification thttps:) For all sites in this zone

5 In the Add this Web site to the zone field, enter
https://control.centurylink.com.

6 Click L__2dd |

7 In the Add this Web site to the zone field, enter
https://rmc.centurylink.com.

8 Click L_&dd__J
9 Click [L].
10 Click &].

Result: The Control Center and Remote Control applications are added
to your trusted web sites.
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Enabling Automatic File Downloads

Introduction

To automatically proceed with file downloads from the Control Center or Remote

Control applications, this section provides you instructions on how to proceed with
this setting.

Procedure

Follow the steps in the procedure below to define your Download settings.

Step

Action

1

From the Tools menu, select Internet Options.

Result: The Internet Options window appears.

Internet Options

General | Security
Home page

% *rou can change which page to use for your home page

Addiess, kD ffthec

.qwest .net/|

Privacy | Content | Connections | Programs | Advarced

g

[_use Cunent | [ Use Defau ] [ UseBlank

Temporary Intemet files

wy  FPages you wiew on the Intemet are stored in a special folder
Y for quick viewing later.

[Detete Cookies...| [ DeleteFiles... | [ Settings..

Histary

@ quick aceess to recentl viewed pages.

Days to keep pages in histary:

The History folder contains links to pages you've visited, for

0 % || ClearHistory

[ Colars... ][ Fonts...

] [ Languages. ] [Accgsslblhty.. ]

From the Internet Options window, click on the Security tab.

Result: The Security screen appears.

Internet Gptions

Select a'web content zone to specify its security settings.

¢ 0 @

Lacalintranet  Trusted sites  Restricted
sites

Internet

This zone contains all Web sites you

haven't placed in other zones
Security level for tis zore

Custom
Custom settings.
- Ta change the settings, click Custom Level
- To uge the recommended settings, click Default Level

General | Secuity | Privacy | Content | Connections | Programs || Advanced

[ Customlevel. | [ DefauitLevel

Continued on next page
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Enabling Automatic File Downloads, continued

Procedure (continued)

Step Action

From the Security screen, click

3 Custaom Lewel... ]

Result: The Security Settings window appears.

Enable radio button.

Security Settings E]
Settings:
4 LHET Frameworkereliant components | &
& Fun components not signed with Authenticode I
() Disable
(@) Enable
t’_'- Prompt
Run companents signed with Authenticode
@r'D\saae e et
(@) Enable
C ) Prompk
@ Active) controls and plug-ins
Automnatic prompting For Ackivex controls
Gl Disable
B v)
< 5
Reset custom sethings
Beset to: | Medium v
4 From the Security Settings window, locate the Download (5 Downioads)
options.
5 From the Automatic prompting for file downloads option, click on the

6 Click &].

Result: You will be prompted with the following warning.

Warning!

1 Are you sure you want ko change the security settings for this zone?
e

! Click &]

8 Click &]_

Result: You now have the ability to automatically open files, forms, etc.
found in the Control Center or Remote Control applications.
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Pop-Up Blocker

Introduction If you use Windows 2000 and XP/IE (5.5 or 6.0), you must configure your browser

settings to allow the ability to open or save forms/documents after selecting any
Control Center web links.

Pop-Up Blocker Settings (Without)

Procedure For users without a Pop-Up Blocker, please follow the steps in the procedure
below to configure your settings.

Step

Action

1

Open Windows Explorer.

Result: The Windows Explorer appears.

Continued on next page
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Pop-Up Blocker Settings (Without), continued

Procedure (continued)
Step Action
2 From the Tools menu, select Folder Options.

Result: The Folder Options window appears.

Folder Options
General | View

Tasks

Errowse folders

Click items as follows

File Types | Offine Files

& @f
(O Use windows classic folders
(%) Dpen sach folder in the same window

() Open sach folder inits own window

() Single-click to open an item [point to select]

(%) Double-click to open an item [single-click to select)

Zx

Bestore Defaults

3 From the Folder Options tabs select File Types.

Result: The File Types window appears.

Folder, Options EI E‘

File Types | Offine Files

General | View

Registered file bpes:

Extensions

File Types
AudioCD

< [NONE)
() INONE)
[ INONE)
() NONE)
] (MOME]

A nnnc

Drrive
]

File Folder
Folder

bt Claceben b

Details for AudicCD file ype
Opens with:

Help and Suppart Center protocol

MNew

Ta change settings that affect all ‘BudioCD' files, click Advanced.

Continued on next page
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Pop-Up Blocker Settings (Without), continued

Procedure (continued)
Step Action
4 From the Registered file types section of the File Types tab, search for
the DOC extension
Result: The Folder Options window appears.
Folder Options @@l
General | View | File Types | Offiine Files
Registered file types:
Extensions | File Types s
@ DIF DY
DISCO  “Web Service Dizcovery File
CT00C M Jacument
B DOCH... Microsoft Word HTML Document
B pOCM. . DOCMHTML File
EE‘DDCX... Microzoft wiord XML Document
LT diecnt by e T ™
e
Details for 'DOC extension
Opens with: @ Microsoft Office Word
Files with extension 'DOC" are of type Microsoft Word Document’
To change settings that affect all Microzoft ‘Word Document’ files,
click Advanced,
5 From the File Type tab, select Advanced.
Result: The Edit File Type window appears.
Edit File Type PIx
@ Microsoft Word Document
Ackions:
e
oo
Prink
Open as Read-Only
Printto
[ confirm open after download
O )
I Ok ] [ Cancel ]
6 From the Edit File Type window, uncheck the Browse in same window
option.
Continued on next page
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Pop-Up Blocker Settings (Without), continued

Procedure (continued)

Step

Action

7

click__0K__|

Result: Windows Explorer records your selection and closes the Edit
File Type window, returning you to the Folder Options window.

Click

Result: Windows Explorer commits all the selections you made and
closes the Folder Options window.

Note: This will enable forms/documents to be opened in MS Word
rather than opening them in an IE browser. You will be able to resize and
save the document. If other document extensions are needed, please
follow steps 1-8 in this section for each file type.

Confidential 11
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Pop-Up Blocker Settings (With)

Procedure For users with a Pop-Up Blocker, please follow the steps in the procedure below to
configure your settings.

Step Action
1 Open Windows Explorer.

Result: The Windows Explorer appears.

Continued on next page
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Pop-Up Blocker Settings (With), continued

Procedure (continued)
Step Action
2 From the Tools menu, select Folder Options.

Result: The Folder Options window appears.

Folder Options

General | View | Fils Types | Difling Files

Tazks
% ©how comman oider
() Use Windows classic folders

Browse folders

E (%) Open each folder in the same window
() Dpen each folder in its own window

Click iterns a5 follows
(7 Single-click to open an item (point to select)

(%) Double-click to open an item [single-click to select]

3 From the Folder Options tabs select File Types.

Result: The File Types window appears.
Folder, Options E|E\

General | Wiew | File Types | Dffline Files

Reaistered file twpes:

AudioCD

%= [NOME]  Drive

(D NOME)  DVD

I[CI[NOME]  File Folder

I NOME]  Falder

\E] [MOME] Help and Support Center protocol

Extensions  File Types ~

EIMAMEY  lebmscs Clometons A
Hew

Details for “udioCD' file type

Opens with:

To change gettings that affect all ‘AudioCD’ files, click Advanced.

Continued on next page
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Pop-Up Blocker Settings (With), continued

Procedure (continued)
Step Action
4 From the Registered file types section of the File Types tab, search for
the DOC extension
Result: The Folder Options window appears.
Folder Options
General | View | File Types | Offline Files
Fiegistered file ypes:
Extensions  File Types ~
2 DIF oy
@ DISCO  Web Service Discovery File
[y hic wiord Docurnent
@ DOCH...  Microsoft Word HTML Docurment
ﬁJ‘;:DDEINI... DOCMHTHML File
BIn0rs . Mismenft Ward $ML Document
WinaT Mot Ut T el b b
=
Dretails for TOC extension
Opens with: @ Microsoft Office \Word
Files with extenzion 'DOC" are of type "Microsoft Word Docurment’.
To change settings that affect all ‘Microzsoft Word Document’ files,
click Advanced.
5 From the File Type tab, select Advanced.
Result: The Edit File Type window appears.
Edit File Type
@ Microsoft Word Document
Actions:
Edit Mew, ..
Mew
oo
Print
Open as Read-Only
Printto
[] confirm open after download
[ aways show extension
I K I [ Cancel ]
6 From the Edit File Type window, uncheck the Confirm open after
download option.
Continued on next page
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Pop-Up Blocker Settings (With), continued

Procedure (continued)
Step Action
7 From the Edit File Type window, uncheck the Always show extension
option.
8 From the Edit File Type window, check the Browse in same window
option.
9
o |
Result: Windows Explorer records your selection and closes the Edit
File Type window, returning you to the Folder Options window.
10

Click

Result: Windows Explorer commits all the selections you made and
closes the Folder Options window.

Note: This will enable forms/documents to be opened in MS Word
rather than opening them in an IE browser. You will be able to resize and
save the document. If other document extensions are needed, please
follow steps 1-10 in this section for each file type.
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Control Center Login Page

Description The Control Center Login page provides you a welcome to the Control Center
application, access to a demo of the system, information on self registration, the
ability to request a new password, access to contact information and general
CenturyLink information at your fingertips; including:

e Business Solutions

e Customer Service

e CenturyLink.com

e About CenturyLink
Note: The “Find a CenturyLink Representative near you.” functionality is not
available for Wholesale customers; please contact the Wholesale National Service
Delivery Center at 1-800-291-7707 to locate your local CenturyLink representative.

Example An example of the Control Center Login page appears below.

; Manage My Enterprise Services
TR WL R, | vicows v prmanct
[ Knarmidorw §
[E ————
: == p kg
16 Confidential
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Wholesale Customer Service

Procedure If you need to find your account contacts, have a question about a product or
service, or are having a technical difficulty, follow the procedure below to contact us.

Step Action

1 From the Control Center Log In page look on the right hand side. You
can either call or send a ticket to our centers.

Wholesale Customers
Qwest Control Cusgtomer Care
Center

at 1-800-291-7707 (or) 614-215-
3303

Submit 8 Qwe=st Control

Mational Care Ticket

2 If you want find out more wholesale information from the Control Center
Log In page, click on green down arrow.

Result: A list of Business Channel Selector displays.

Continued on next page
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3 From the drop down screen, select Wholesale.
Result: The Wholesale Landing Page screen appears.

4 From the Wholesale Landing Page screen, you can click on Products
& Services, Customer Service or Manage My Account. If you want to
find the Qcontrol user guides select Manage My Account. Under the
Qcontrol section click on Click here to view the Control Center User
Guides.

18
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Self Registration

Procedure If you are a new user to the Control Center system, you may self register for access
to Control Center's full suite of management tools.

Follow the steps in the procedure below to self register for access to the Control
Center system.

Step Action
1 From the Control Center Log In page, click on the Register >> button.

Result: Step 1 of 5 screen appears.

Step 1 of 5: Enter Personal Information

Take control of your enterprise communications! With Qwest Control, you can manage your bills and payment
options online with eBilling, as well as obtain secure access to a wide variety of network management, system
administration, and reporting tools supporting a broad range of Qwest services.

Complete the steps below to set-up a User ID so you can access eBilling functionality. For other products
supported by Qwest Control, please contact your Sales representative. If your organization already uses Qwest
Control, simply contact your System Administrator for access to additional products.

Fields marked with a "' are required.

User Name:* |—|
First Name:* I—l
Last Name:* I—l
E-mail address:* l—l
Confirm E-mail address:* I—l
Phone:* I_”_”_”_|
I
Pager: I_”_”_|

Follow the steps and notice that there are required fields.

Enter a username, hopefully something that is rememberable
Enter your first name

Enter your last name

Enter your email address

Enter your phone number

Enter fax and pager

Continued on next page
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Self Registration, continued

Procedure

(continued)

Step

Action

2

Click

Result: Step 2 of 5 screen appears

N R R R A R R B R R R B, 1 Bevis it 1
i

| Sheg 3 of 50 Erater Suftsentcaion Iriformstion

1 bm o dor woeo io regetsr ath et Comired pos Timd be on e g oonbomer. Yo Bl maed pelr meaad ecsnt
I s ba proveds the suthantc st PSRt NECETLY 1o pIsoEen voil screairt Depanders] on tha bps ol

| WNivaE . wing Al BaE SEEad dor e el mdloamraiten Plaass usd The Bty shoad Sailow Do el 1hl al oi gt O
| ores A WL B O ping SN Sl d. B pias SO0 MeERlE e Dheh SO0 SEH T W PR RO @

| el Prashid Bebives

i ki L

I L =]

1 g T Y

i we

1 i P B b -

i 1 ]

1 S R T

i

! P mm—ry

| L ——

| —— -

i

i BT i EEsg

= TR -
: —— ——

I -

i

1 [T

I

1

! e

| 5Pt P I 1

1l Cesde [TV [ 1

i

| APt G I 1

|t g Tt [ 1

[ =

: Ol S el LSS Pl ol il [N SO0l Sl ormusled S0 fivd i bl Cie Md. Fdw Ot 00 Didre e Dl b
:I'_-'.d:r ha e pou Sdeed o anidr Fa palf and lensese e Bae Sl

i L, UckadHe

: I i ] I I 'h_--l I I i I

Follow the steps and fill in the fields with an Account Number and

Invoice Number

Continued on next page
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Procedure (continued)

Step Action

| cick

Result: Step 3 of 5 screen appears

Result: Step 3 of 3 screen appears

Snan B ool 5 Sty Sheiell S S e

Vims LY D PRk BTl o D Sl el o T By wims sl P Do Dl @ DEgre o @ reDenl
papar Feoae (Bl s o™ el thes moritivi] 05 regeils & e tcusl. Cuifcersntl wisd Mres & Lot Sar st
Inwcscs ertar Sha “Aocourst Humber, Bl Dabts, " ard Tobtal Amount 1Dus ™ Bekds. Customer who havs & Long

[t anren lrvepars anter e " dorpaant Mearndbess ™ and T lreecers Pearnbesr

- [=]
" [l
= L] -
EEETTEEETTTTee L :
T ] iy §
¥ o st furt—
r—— e
— v i
=i T
T o

Shnmgint heamtear B Diate [MMUTOAYY] oy (P08 MPSIN i Mesmtesr

L o - W= I (P 11 1 | lissadaasas 1
-2 s Omo T L 1 T L ]
& 1 [ e T 1 T 110 ]
L HE an | 11 | | 11 |
.5 s Oomo 10 1 T LA ]
" & LS - V- | 11 1 1 11 |
* T S o | |} | 1 |
T e - | L] 1 T 11 |
a0 E o | | R 1 1 11 I
" 50 s Ormo 1 1 LA 1

| === 1 [m==] [E==d]

Ifvou wonuld liks to imclude additions]l account numbers kewy in the
additionzl Account Mumber and Inwvoicse Mumbers.

If you would like to include additional account numbers key in the
additional Account Number and Invoice Numbers.

Continued on next page
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Procedure (continued)

Step Action

4
Click

Result: Step 4 of 5 screen appears

Step 4 of 5: Verification

Shown below is a summary of the registration information vou entered during the process. Please review this
information for accuracy before completing the registration. You may use the Back button to navigate to screens
on which you may wish to make changes. Click the Next button to complete the registration process.

Verify Registration Information

User ID selfregisterag
First Name Self
Last Name Register
E-mail address emailaddress@account.com
Telephene Number (202) 992-1234
Fax Number
Pager
Account Information
Account Number Bill Date (MM/DD/YY YY) Total Amount Due Invoice Number
Account 1 123456789 1008416363
| previous | | Next | | cCancel |

Verify that the information that you have keyed so far is correct.
If there is anything incorrect click on the “Previous” button.
Continued on next page

Self Registration, continued

Procedure (continued)
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Step Action

5
Click

Result: Step 5 of 5 screen appears

Step 5 of 5: Final Confirmation
User Password/Security Question

Password:*® IT‘
Confirm Password:* IT‘
Secret Question:* Favorits [ceCream e
Question Answer:™ Iﬁ'
Hint for your question and answer:* Iﬁl

| previsus | | Submic | | cancel |

Key in a password. Password must include a number.
Select Secret Question from drop down

Key in Question Answer

Key in Hint for your guestion and answer

If you ever forget your password you will be asked for the answer
to your secret question prior to your email being emailed to you.

Continued on next page

Self Registration, continued
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Procedure (continued)
Step Action
6 ,
S

Result: A confirmation page will appear. Once your CSA
approves your request you will then be able to login into Qcontrol

Congratulations! Your new account(s) has been added.
Your login information shall be e-mailed to you.

Your userid: selfregisterg9

If you need immediate assistance, please call 1-877-726-6875 or 1-877-QCONTRL

e
Requesting a New Password
Procedure You can request a new password from the Control Center system by accessing the

Forgot Password link on the Control Center Log In page.

Follow the steps in the procedure below to request a new password.

|_Step |

Action

24
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1 From the Control Center Log In page, click on the | forgot my
password link.

Result: The Forgot Password screen appears.

N

In the Username field, enter your Control Center username.
3 In the Email field, enter your email address.

4
Click

Result: The next Forget Password screen appears

5 In the Answer* field, enter the answer to your secret question
Continued on next page
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Requesting a New Password, Continued

Procedure (continued)
Step Action
6
Click
Result: A confirmation screen will appear
Conaratulations. You have successfully reset your password. An email will arrive shortly with your new password.
Please click to return to the Login page
7 Click =
8 Click [ click to procesd ]
Result: The Control Center Log In page appears with a message
indicating your new password has been emailed to you.
Manage ky Ensenpfise Serances
__ —— -
= S
9 Once you have obtained your new password from your email application,
enter your Username in the Control Center Log In page.
10 In the Password field, enter your new password.
Continued on next page
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Requesting a New Password, Continued

Procedure (continued)

Step Action
Click .

Result: The Reset Your Password screen appears.

User SetUp Actions

* Indicates Required Fields

Username: test12@e2e.control.qwest.com

Your Current Password: * I |

New Password: * [ |

Confirm Password: * [ |

Reset Passwon d
12 In the Current Password field, enter the new password provided.
13 In the New Password field, enter your desired password.

Note: Passwords in Control Center must be at least 8 characters in
length and contain at least one numeric or symbol character. These
values are case sensitive and old values may not be reused.

14 In the Confirm Password field, enter your desired password exactly as
you entered it in the New Password field.

11
12

Continued on next page
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Requesting a New Password, Continued

Procedure (continued)
Step Action
13 In the Current Password field, enter the new password provided.
14 In the New Password field, enter your desired password.

Note: Passwords in Control Center must be at least 8 characters in
length and contain at least one numeric or symbol character. These
values are case sensitive and old values may not be reused.

15 In the Confirm Password field, enter your desired password exactly as
you entered it in the New Password field.

16 C|iCk[ Feset Password ]

Result: The confirmation screen appears

Qwest Control Security Process.
You have successfully reset your password. Click below to
procead to the home page.

17 >
Continue
S T

Result: The Control Center Home page appears.

; EContol el -
Werobeaabe Menﬂage CaErnber
CEEETEE it
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Accessing Control Center

Overview

Software
License
Agreement

Passwords

Procedure

You may log into the Control Center system by directly accessing the link below or
typing the URL in your Internet Browser’'s address window:

https://control.centurylink.com

Each user is required to accept a software license agreement upon first accessing
the Control Center system. All use of the Control Center system is subject to the
terms and conditions of the license.

Control Center prompts you to change your password upon first login into the
system. In addition, passwords expire every 90 days and the system will prompt you
to change your password.

Follow the steps in the procedure below to access the Control Center system.

Step Action

1 In your browser’s Address bar, enter the URL for the Control Center
system.

Result: The Control Center Log In page appears.

2 In the Username field, enter your unique user identifier.

Note: If you do not know your username, please contact the Wholesale
National Service Delivery Center at 1-800-291-7707.

3 In the Password field, enter your password.

Continued on next page
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Accessing Control Center, Continued

Procedure

(continued)

Step

Action

4

Click .

Result: Control Center verifies your user information. If you entered
everything correctly, the Control Center Home page appears.

Note: If you entered something incorrectly, an error message appears.
Try logging in again, making sure you enter everything correctly. If you
still cannot log in, please contact the Wholesale National Service
Delivery Center at 1-800-291-7707.
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Permissions

Overview

Permission
Assignment

Passwords

Control Center
Permissions

Control Center defines several permissions for both the Control Center and Remote
Control system; these permissions allow the user to perform specific tasks. As a
Customer System Administrator you can choose from any or all of the defined
permissions to assign to your user. In addition, you will have control of the billing
accounts each user has access to.

Note: Certain permissions are granted to the user by default when the user account
is created. As the Customer System Administrator, you cannot delete these
permissions. You may only delete permissions granted to the user after the user
account is created.

A Customer System Administrator (CSA) has the ability to assign one or more
permissions to each user account. Each permission allows a pre-defined series of
tasks. Your users can only perform those tasks associated with their assigned
permission(s). Likewise, your users cannot perform a task if they have not been
assigned the associated permission.

Note: In order for a user to have access to both the Control Center and Remote
Control functionality a permission must be assigned to the user for both applications
by the CSA.

Passwords in Control Center must be at least 8 characters in length and contain at
least one numeric or symbol character. These values are case sensitive.

Control Center prompts you to change your password upon first login into the Control
Center system.

The table below provides the available permission hames and descriptions for the
Control Center system.

Permission Name Description
ANI Admin User Group that gives access to admin functionality in LD
Group
ANI Basic User Group that gives access to basic functionality in LD
Group

Data Admin User Members of this group have comprehensive access to the
Group Data product features (both present and future).

Data Basic User Members of this group have view only access to the Data
Group product information.

eBill Admin User Members of this group have comprehensive access to the
Group eBilling functionality for this product (both present and future).
eBill Advanced Members of this group can manage eBilling features and
User Group functions.

Continued on next page
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Permissions, continued

Control Center
Permissions

(continued)

Permission Name

Description

eBill Basic User

Members of this group have view only access to the eBilling

Group information.
Hosting Admin Members of this group have comprehensive access to the
User Group Control Center functionality for this product (both present and

future).

Hosting Basic

Members of this group have view only access to the Hosting

User Group product information.
IP Configuration Members of this group can create and monitor IP configuration
User Group requests. Configuration requests can be IP Addressing,

Routing or DNS requests.

iQ-DIA Admin User
Group

Members of this group have comprehensive access to the
Control Center functionality for this product (both present and
future).

iQ-DIA Basic User
Group

Members of this group have view only access to the iQ-DIA
product information.

Repair Admin User
Group

Members of this group have comprehensive access to Repair
features (both present and future).

Repair Advanced

Members of this group can create and modify repair tickets.

User Group

Repair Basic User | Members of this group have view only access to repair tickets.
Group

Toll Free Admin Members of this group have comprehensive access to the Toll
User Group Free product features.

Toll Free Members of this group can view and modify Toll Free features
Advanced User and functions.

Group

Toll Free Basic Members of this group have view only access to Toll Free
User Group product information.

User Management
Group

Members of this group can create, modify and delete users.
This includes assigning and removing permissions and
assigning or removing accounts to/from a user.

Continued on next page
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Permissions, continued

Remote Control
Permissions

The table below provides the available permission names and descriptions for the
Remote Control system.

Permission Name

Description

Std Switched User

Members of this group have a standard access to the Switched
services in Remote Control ™.

Std Switched — No
eBill

Members of this group have a standard access to the Switched
services in Remote Control, excluding access to eBill
functionality.

Std Dedicated
User

Members of this group have a standard access to the
Dedicated services in Remote Control.

Std BOTH Swi &
Ded

Members of this group have standard access to BOTH
Switched and Dedicated services in Remote Control.

Std BOTH Swi &

Members of this group have standard access to BOTH

Ded — No eBill Switched and Dedicated services in Remote Control,
excluding access to eBill functionality.

Supervisor Members of this group have a supervisor access to Switched

Switched services in Remote Control, including deleting or changing
user passwords.

Supervisor Members of this group have a supervisor access to Dedicated

Dedicated services in Remote Control, including deleting or changing

user passwords.

Supervisor BOTH
Swi & Ded

Members of this group have supervisor access to BOTH
Switched and Dedicated services in Remote Control,
including deleting or changing user passwords.

Service Status

Members of this group have view only access to the Service

Only Status functionality.

eBill Only Members of this group have access to the eBill functionality
only.

PIU Only Members of this group have access to the PIU functionality

only.

Std BOTH Swi &
Ded — no My
Account & no
Billing Disputes

Members of this group have standard access to BOTH
Switched and Dedicated services in Remote Control,
excluding My Account and Billing Dispute functionality.

Supervisor BOTH
Swi & Ded — no My
Account & no
Billing Disputes

Members of this group have supervisor access to BOTH
Switched and Dedicated services in Remote Control,
excluding My Account and Billing Dispute functionality.

eBill & Download

Members of this group have access to the eBill and Download

Only functionality only.
Online Order Members of this group have access to the Online Order Forms
Forms Only functionality only.
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Navigating Control Center

Overview

Each tool in Control Center is structured into levels that allow quick and easy access
to your account information.

Modules are the highest level of organization within the system.
Applications are the individual services available to you within each
Module. For example: Data and Toll Free are applications within the
Products module.

Menus allow you to find what you need within each Application; sub menu
items may exist.

Screens are the lowest, base level. Screens allow you to view and work with
your service components. Screens are grouped under Menus.

Modules The Control Center system consists of modules including the following:

Home: General Control Center Notices

Services: Detailed product information including Inventory, statistics, and
configurations.

Billing: View bills and run summary reports.

Repair: View and enter repair tickets for your products.

Administration: Create and manage your users of Control Center.
Remote Control: Provides a seamless login to the Remote Control system.

Applications Applications are independent systems within each Control Center Module. The
Control Center system is dynamic, so within each Module you will only see those
Applications that apply to your services.

For example, if you do not receive Frame or ATM services, you will not see the Data
application under the Products Module. When you select a Module from the title bar,
the application associated with the Module appears below that Module.

Continued on next page
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Navigating Control Center, continued

Menus

Screens

Filters

Functions

Screen Data

Menus organize the screens within an application into logical groupings. When you
select an application, the associated Menu appears beneath the application name.

Each menu may have more than one screen associated with it. If this is the case,
moving the mouse over a Menu item introduces a list of its screens to appear.
Clicking a menu name takes you to the first screen associated with that Menu.

Screens are the lowest level of navigation in the Control Center system. Screens
allow you to access detailed information about your products and to enter the
information necessary to manage and configure your service components.

Many screens are divided into sections. These sections give you options for working
with the data displayed in the screen. As you move through the system, you will note
that many of these sections are consistent regardless of the screen you are viewing.

Any screen that displays a large volume of information, such as a list of service
components, will have a Filters section. This section allows you to enter specific
criteria for the items you want to see listed.

For example, on the View Alarm Status screen, you can create a filter so that the
screen will only show alarms that are currently open.

Some screens display information to which you can add. These screens will have a
section called Functions. The Functions section gives you options for working with
or adding to the data on the screen.

For example, the Network Groups screen (under Products > Data > Inventory) has
an option to create a new Network Group in its Functions section.

Typically the information on a screen is organized in a table format. To access more
information about any item in a table, click on the item’s name.
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Control Center Landing Page Module

Introduction

Sections and
Descriptions

The Control Center landing page provides you access to all the modules of the
Control Center system. The Home page is divided into two main quadrants; the left
side has access to Services, Billing, Repair, and Administration. The rest of the
page is dedicated to the message center and portlets. The portlets are customizable
windows for your services.

In addition to these quadrants, you can also access Help (which includes Click to
Chat), Contacts, Profile, and tabs to the Wholesale home page, Products & Services,
Customer Service, and Manage My Account from the Control Center Landing page.

NOTE: Once you have navigated away from the landing page you can always return
to the landing page by clicking on the Qcontrol in the upper right and side or clicking
on the Manage My Account.

The table below describes the sections displayed on the Landing Page module.

Section Description
Logout This link that is located in the top middle section of the
screen, allows you to log out of the Control Center
system.
My Profile The My Profile application allows you to manage your
password, contact details and address information.
Contact Us This link shows the Wholesale Contact Information. This

can either be calling customer care, submitting a National
Care Ticket, or Live Chat!

Help This is a drop down that gives you access to Live Help
(Click to Chat), main contact information, navigation to
User Services Guide, and Help Content.

You will also find your name, your company name, and
the enterprise ID for the account.

Tab bar These tabs allow direct access to the Wholesale .com site

pages. This includes;

e Wholesale — Main Wholesale Home page

e Products & Services — Shows all Products and
Services that wholesale offers

e Customer Service — Main Wholesale page to contact
us

e Manage My Account — Allows navigation back to
Qcontrol

Remote Control | This allows seamless login into the Remote Control

module

Services This will allow access to the services that your CSA has
granted you permission to for your enterprise.

Billing Only accessible if you have been granted permission.
This allows access to eBilling and Call Detail Records.

Repair Only accessible if you have been granted permission.

This allows access to create and view repair tickets.

Continued on next page
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Administration

This will allow access to many modules which will vary
based on the permissions granted to you by CSA. A full
list of modules is located below.

Message Center

This section provides additional information about system
enhancements, maintenance schedules and promotional
details.

Customize My
Page

This link allows users to re-add portlets that have been
previously deleted from the landing page.

Example An example of the Control Center Home page appears below.
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Accessing Online Help

Overview Each Control Center module provides a help file. By clicking on the Help link at the
top of each page You can then click on Live Help, Manage My Services Guide or

Help Content.

Procedure Follow the steps in the procedure below to access Online Help from the Control
Center system.

Step Action

1
To access Online Help file for any screen, click the help link m
the upper right hand side of the screen.

Result: The Help screen appears as a separate window on top of your
current screen.

Email us at Cwest Contral Mational Care
Request

Call us at 1-800-291-7707 or 614-215-3303

For billing specific issues please contact 1-338
496-7447

View the Manage My Services |

View Help Content

Test User
CQWEST WHOLESALE TEST CHAMGE.
|D: 9846870

Live Help will give you access to click to chat. Control Center National
Care Request will send a ticket to the national care center. Manage My
Sercice Guide gives access to the Qcontrol user guides. Help Content
will give you access Qcontrol Help system.
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Accessing Live Help

Overview The Live Help functionality is available for Wholesale customers. This module will
allow you to start a chat session with a CenturyLink wholesale service
representative.

Procedure Follow the steps in the procedure below to access Click to Chat.

Note: Click to Chat is also available by clicking on Contact Us and clicking

on the ‘Go’ button next to Live Chat!

Step

Action

From the Landing Page module, click on the Help link.

Result: The Help Options drop down will appear.

QCuirhinl

Continued on next page
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2 From the Help Option dropdown, click on the Live Help link. This is
access to Click to Chat functionality. If a user is available to answer your
chat you will see

® |jve Help is availahble.

By clicking on the -="%.1%12 you will get a pop screen.

£Chat Window - Windows Internet Explorer provided by Qwe... E]@E|
& | https:ffsales liveperson.netfhc/1487128/ ?cmd=Fileffile=visitarWantsToChatfsite= W

Live Chat by

To help us serve you better, please provide

some information before we begin your chat. How may
Required items indicated with *. I hElp YDU?
What is yvour name? *

|TE5t |

Fhone Mumber
|3039921234 |

I ‘:i Local intranet H100% -

Fill in your name and select Start Chat. A chat session will be initiated
with a CenturyLink wholesale representative.

Continued on next page
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3 From the Help Option dropdown, click on the Live Help link. This is
access to Click to Chat functionality. If there are no CenturyLink
wholesale users available to answer your chat you will see

* | jve Help is currently not available.

non-business hours. You can click on the URL embedded within the
chat window and fill out a National care ticket.

1 L= W 111 0O0W i 1INOOWS INLEFNE XPIOre providaeda o (hwe L]

£ | https:[ffsales liveperson.net/hcf1487128 ?cmd=fileffile=visitorwantsToChatBsite= v ﬁ

Live Chat by

We value your business. Unfortunately none of our
representatives are available at this time due to Please leave
high traffic levels OR you have reached us outside a message
our normal hours of business which are 7:00am-
7:00pm CT, Monday - Friday (holidays excepted).

Please use the following URL to submit a
Mational /International care ticket for prompt
resolution to issues pertaining to your account. A
representative will contact you within 2 business e YT
hours to discuss your request. Thank you!

This live chat is
[ mecafes’ SECURE

http:/ /www.gqwest.com/wholesale /ncce/index.html

< | &
Submit W
IDu:une Unknown Zone (Mixed) *100% v
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Logging Out

Overview You may log out of the Control Center system by accessing the logout link at the
top of any screen within the system.

Procedure Follow the steps in the procedure below to logout of the Control Center system.
Step Action
1 To log out of the Control Center system, click the logout link

( Logout | at the top of the screen

Result: The Wholesale.com screen appears.
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