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1  CenturyLink CXG7-O Gateway – External Partner Connectivity Information 

Version 3.0 

Last Update: 06/29/2016 

The CenturyLink Gateway (CXG7-O) is an implementation of a CA API Gateway v7.0. The following identifies the necessary connectivity details. 

1.1 CenturyLink Hosted Services: 

The gateway test hostname is cxg7o.test.centurylink.com and the production hostname is cxg7o.centurylink.com. Example URLs and our IP Addresses are listed below. Later in the onboarding process we will provide you with the actual URLs you will use. 

Test: 

Example URL: https://cxg7o.test.centurylink.com/E/S/999ABC/Services 
IP Address: 155.70.58.217 

Production: 

Example URL: https://cxg7o.centurylink.com/E/S/999ABC/Services 
IP Address: 155.70.55.43 

1.2 CXG7-O Source IPs: 

Test: 155.70.60.141 & 155.70.60.143 

Production: 155.70.26.205 & 155.70.26.206 

1.3 SOAPFaults generated by CXG7-O: 

In the event that the internal CenturyLink application endpoint is down or the request sent to it times out, the gateway will generate a SOAPFault to return to the client. The following are examples of the SOAPFaults that could be returned. 

SOAPFault returned by CXG7-O when the destination service times out: 

<?xml version="1.0" encoding="UTF-8"?> 

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"> 

<soapenv:Body> 

<soapenv:Fault> 

<faultcode>soapenv:Server</faultcode> 

<faultstring>Policy Falsified</faultstring> 

<faultactor>https://cxg7o.centurylink.com/SOAPFaultTestExternal/timeout 

</faultactor> 

<detail> 

<l7:policyResult status="Error in Assertion Processing" 
xmlns:l7="http://www.layer7tech.com/ws/policy/fault" 
xmlns:l7p="http://www.layer7tech.com/ws/policy"> 

<l7:assertionResult assertion="l7p:HttpRoutingAssertion" 
status="Error in Assertion Processing"> 

<l7:detailMessage id="4042">Problem routing to 

http://someinternalserver.intranet/webservice. Error msg: Unable to obtain HTTP 

response from http://someinternalserver.intranet/webservice: Read timed out. Timed out at 60000ms</l7:detailMessage> 

</l7:assertionResult> 

<l7:assertionResult assertion="l7p:All" status="Error in Assertion Processing"/> 

</l7:policyResult> 

</detail> 

</soapenv:Fault> 

</soapenv:Body> 

</soapenv:Envelope> 

SOAPFault returned by CXG7-O when the destination service is not available: 

<?xml version="1.0" encoding="UTF-8"?> 

<soapenv:Envelope 

xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"> 

<soapenv:Body> 

<soapenv:Fault> 

<faultcode>soapenv:Server</faultcode> 

<faultstring>Policy Falsified</faultstring> 

<faultactor> 

https://cxg7o.centurylink.com/SOAPFaultTestExternal/connectreset 

</faultactor> 

<detail> 

<l7:policyResult status="Error in Assertion Processing" 
xmlns:l7="http://www.layer7tech.com/ws/policy/fault" 
xmlns:l7p="http://www.layer7tech.com/ws/policy"> 

<l7:assertionResult assertion="l7p:HttpRoutingAssertion" 
status="Error in Assertion Processing"> 

<l7:detailMessageid="4042">Problem routing to 

http:// someinternalserver.intranet/webservice. Error msg: Unable to obtain HTTP 

response from http://someinternalserver.intranet/webservice: Connection 

reset</l7:detailMessage> 

</l7:assertionResult> 

<l7:assertionResult 

assertion="l7p:All" status="Error in Assertion Processing"/> 

</l7:policyResult> 

</detail> 

</soapenv:Fault> 

</soapenv:Body> 

</soapenv:Envelope> 

1.4 Server Certificate Information: 

Our recommendation is for partners to use the VeriSign Public Primary CA and VeriSign Secure Server CA to trust the server certificate and NOT add the server certificate to the HTTP client trust store. This will eliminate the additional maintenance required for the server certificate since it expires annually. 

1.5 CXG7-O Servers Certification Path: 

VeriSign (VeriSign Class 3 Public Primary Certification Authority - G5) 

VeriSign Class 3 Secure Server CA - G3 

cxg7o.centurylink.com 

VeriSign (VeriSign Class 3 Public Primary Certification Authority - G5) 

VeriSign Class 3 Secure Server CA - G3 

cxg7o.test.centurylink.com 

Note: The CA certificates are provided here for convenience. They cannot be cut-n-pasted out of the document. You’ll need to open them and export them through a certificate wizard. 

VeriSign Class 3 Public Primary Certification Authority - G5.crt VeriSign Class 3 Secure Server CA - G3.crt 

Alternatively, you can download both certificates off the internet from the following websites: 

1.6 VeriSign Class 3 Primary CA - G5 

http://www.tbs-certificats.com/FAQ/en/599.html 
1.7 VeriSign Class 3 Secure Server CA - G3 

http://www.tbs-certificats.com/FAQ/en/565.html 
1.8 Supported Security Protocols: 

	Due to security issues the CXG7-O gateways currently only support TLS 1.2 and requires client support of the following cipher suites: Algorithm 

	Ciphers 

	ECDHE-ECDSA 
	TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA 

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA 

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 

TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA 

	0ECDHE-RSA 
	TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA 

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 
TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA 

	RSA 
	TLS_RSA_WITH_AES_256_CBC_SHA384 

TLS_RSA_WITH_AES_256_CBC_SHA 

TLS_RSA_WITH_AES_128_CBC_SHA256 

TLS_RSA_WITH_AES_128_CBC_SHA 

TLS_RSA_WITH_AES_256_GCM_SHA384 

TLS_RSA_WITH_AES_128_GCM_SHA256 

SSL_RSA_WITH_3DES_EDE_CBC_SHA 

	ECDH-ECDSA 
	TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 

TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA 

TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 

TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA 

TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384 

TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 
TLS_ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA 
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