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Summary of Change:

On November 14, 2014, CenturyLink provided notification SYST.OTHR.11.14.14.F.12945.POODLE_SSL_Vulnerability
to all Wholesale customers to relay the planned approach regarding the Urgent Security Vulnerabilities as defined in various Security Advisories from numerous industry sources including:
·       Reference for all browser changes  – “POODLE Disabling SSLv3 Support in Browsers”  

            Refer to the following link to learn more - https://zmap.io/sslv3/browsers.html
· Red Hat security advisory  – "POODLE: SSL V3 vulnerability CVE – 2014 – 3566". Refer to the following link to learn more – https://access.redhat.com/articles/1232123
· Open SSL security advisory  – "This Poodle Bites: Exploiting the SSL 3.0 Fallback” September 2014. Refer to the following link to learn more https://www.openssl.org/~bodo/ssl-poodle.pdf
· Microsoft security advisory 300-9008  – "Vulnerability in SSL 3.0 Could Allow Information Disclosure". Refer to the following link to learn more  https://technet.microsoft.com/en-us/library/security/3009008.aspx
TEST ENVIRONMENTS

Effective November 24, 2014,  CenturyLink  has implemented updates in the following test environments to provide Wholesale customers earlier testing capability if desired:

· IMA SATE

· MTG Test

· CORA Test    
NOTE:  For these testing environments, SSLv3 protocol has been disabled and only TLS/SSL protocol will be supported.
For customers wishing to test in any these environments prior to December 14, 2014, CenturyLink is requesting customers send an email to ITCOMM@centurylink.com identifying the planned test date.  CenturyLink will then monitor testing to provide each customer a response as to the success of their testing effort.  
PRODUCTION ENVIRONMENTS  

Effective December 14, 2014, CenturyLink will be implementing the industry recommended solution which is to disable the SSLv3 web service.  Updates will include the Wholesale applications: 

 For standard web GUI security, for example:
-  CEMR-MTG, 

-  CORA GUI, 
-  DLIS, and
-  IMA-GUI.
      For E2E business applications using the TLS/SSL secure protocol solutions, for example:
-  ASR CORA Gateway,

-  IMA XML,-  and 

-  MTG.
NOTE:  Once this has been completed, SSLv3 protocol will be disabled and only TLS/SSL protocol will be supported.
Please refer to the industry articles above to determine your SSLv3 security solution and any impacts to your company.

Effective November 24, 2014, to capture the questions and responses that have been received to date, CenturyLink will post a FAQ document at URL http://www.centurylink.com/wholesale/systems/productionsupport.html.  The FAQ document will be updated as appropriate.  Effective December 16, 2014, the FAQ document will be removed from this OSS Production Support web page.
The recommended technical configuration security protocol change will be made to CenturyLink Wholesale systems effective at the start of business December 14, 2014. 

If you have any questions or would like to discuss this notice, you may submit questions to itcomm@centurylink.com or to your CenturyLink Service Manager.  CenturyLink appreciates your business and we look forward to our continued relationship.

